
www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 1   

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 1038   

 

 

 

 

DISCLAIMER 

 

No part of this publication may be reproduced, stored, transmitted, translated, or distributed in 

any form or by any means—whether electronic, mechanical, photocopying, recording, 

scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White 

Black Legal – The Law Journal. 

 

All copyrights in the articles published in this journal vest with White Black Legal – The Law 

Journal, unless otherwise expressly stated. Authors are solely responsible for the originality, 

authenticity, accuracy, and legality of the content submitted and published. 

 

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively 

those of the respective authors. They do not represent or reflect the views of the Editorial Board, 

Editors, Reviewers, Advisors, Publisher, or Management of White Black Legal. 

 

While reasonable efforts are made to ensure academic quality and accuracy through editorial 

and peer-review processes, White Black Legal makes no representations or warranties, express 

or implied, regarding the completeness, accuracy, reliability, or suitability of the content 

published. The journal shall not be liable for any errors, omissions, inaccuracies, or 

consequences arising from the use, interpretation, or reliance upon the information contained 

in this publication. 

 

The content published in this journal is intended solely for academic and informational 

purposes and shall not be construed as legal advice, professional advice, or legal opinion. White 

Black Legal expressly disclaims all liability for any loss, damage, claim, or legal consequence 

arising directly or indirectly from the use of any material published herein. 

 

 

 

 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 1039   

 

 

 

 

 

 

 

 

ABOUT WHITE BLACK LEGAL 

 

White Black Legal – The Law Journal is an open-access, peer-reviewed, and refereed legal 

journal established to provide a scholarly platform for the examination and discussion of 

contemporary legal issues. The journal is dedicated to encouraging rigorous legal research, 

critical analysis, and informed academic discourse across diverse fields of law. 

 

The journal invites contributions from law students, researchers, academicians, legal 

practitioners, and policy scholars. By facilitating engagement between emerging scholars and 

experienced legal professionals, White Black Legal seeks to bridge theoretical legal research 

with practical, institutional, and societal perspectives. 

 

In a rapidly evolving social, economic, and technological environment, the journal endeavours 

to examine the changing role of law and its impact on governance, justice systems, and society. 

White Black Legal remains committed to academic integrity, ethical research practices, and the 

dissemination of accessible legal scholarship to a global readership. 
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contemporary legal issues. The journal encourages original, analytical, and well-researched 

contributions that add substantive value to legal scholarship. 
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interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal 
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analytical clarity, and relevance to current legal and policy developments. 
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academic quality, originality, and relevance. 

 

Through its publications, White Black Legal – The Law Journal seeks to foster critical legal 

thinking and contribute to the development of law as an instrument of justice, governance, and 

social progress, while expressly disclaiming responsibility for the application or misuse of 

published content. 
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EMPLOYEE MONITORING THROUGH ARTIFICIAL 

INTELLIGENCE: LEGAL, ETHICAL, AND HUMAN 

RIGHTS PERSPECTIVE 
 

AUTHORED BY - JOYLIN JACOB Y*1 

 

 

The rapid advancement of Artificial Intelligence technologies has significantly transformed 

workplace management and employee supervision practices across the globe. AI-based 

employee monitoring systems, including biometric attendance systems, facial recognition 

technologies, productivity tracking software, algorithmic performance evaluation tools, GPS 

surveillance, and predictive analytics, have become increasingly prevalent in both public and 

private sectors. While these technologies offer substantial benefits in terms of efficiency, 

productivity enhancement, security management, and organizational decision-making, they 

simultaneously raise profound legal, ethical, and human rights concerns. 

 

Employee monitoring through AI presents complex challenges involving privacy rights, data 

protection, workplace autonomy, discrimination, surveillance capitalism, algorithmic bias, and 

the preservation of human dignity. The extensive collection, processing, and analysis of 

employee data create significant concerns regarding consent, transparency, accountability, and 

proportionality. Furthermore, AI-driven workplace surveillance may adversely affect 

employee morale, psychological well-being, freedom of expression, and fundamental rights 

guaranteed under constitutional and international human rights frameworks. 

 

In India, the legal regulation of AI-based employee monitoring remains fragmented and 

evolving. Existing laws, including constitutional provisions, labour legislation, information 

technology laws, and data protection regulations, provide partial protection but fail to 

comprehensively address the unique challenges posed by AI surveillance technologies. 

International human rights instruments and comparative legal frameworks emphasize the 

necessity of balancing organizational interests with the protection of employee rights and 

freedoms. 

 
1 Author- JOYLIN JACOB Y* Research scholar in Bharath Institute of Higher Education and Research at 

school of law/ Assistant Professor in Mugil college of Law, Tamil Nadu 
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Through this study I critically examines the legal, ethical, and human rights dimensions of AI-

based employee monitoring. It explores contemporary legal challenges, evaluates existing 

regulatory frameworks in India, analyses significant judicial decisions, and proposes 

recommendations for establishing a comprehensive legal and ethical framework that promotes 

technological innovation while safeguarding employee dignity, privacy, equality, and 

workplace justice in the digital era. 

 

Keywords: - Artificial Intelligence, Employee Monitoring, Workplace Surveillance Human 

Rights, Data Privacy. 

 

BACKGROUND OF THE STUDY 

The emergence of Artificial Intelligence (AI) has revolutionized numerous sectors of society, 

including employment, business management, governance, healthcare, and education. Among 

the most significant developments in contemporary employment practices is the increasing use 

of AI-driven employee monitoring systems. Organizations worldwide are adopting 

sophisticated surveillance technologies to enhance productivity, improve operational 

efficiency, strengthen cybersecurity, manage workforce performance, and reduce 

organizational risks. These technologies include facial recognition systems, biometric 

attendance tracking, keyboard monitoring software, screen capturing tools, GPS tracking 

devices, wearable sensors, behavioural analytics, predictive algorithms, and automated 

performance evaluation systems. 

 

The concept of employee monitoring is not entirely new. Traditional workplace surveillance 

methods, such as physical supervision, attendance registers, and closed-circuit television 

(CCTV), have existed for decades. However, the integration of AI technologies has 

fundamentally transformed the scope, scale, and intensity of employee monitoring. AI systems 

possess the ability to continuously collect, process, analyze, and predict employee behaviour 

through large-scale data analytics, machine learning algorithms, and automated decision-

making processes. This technological advancement has enabled employers to monitor 

employee activities with unprecedented precision and efficiency. 

 

The COVID-19 pandemic significantly accelerated the adoption of AI-based employee 

monitoring technologies due to the widespread implementation of remote and hybrid work 

models. Employers increasingly relied upon digital surveillance tools to monitor productivity, 
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attendance, communication patterns, and performance metrics. Consequently, concerns 

regarding employee privacy, autonomy, dignity, discrimination, mental health, and workplace 

rights became more pronounced. 

 

The legal and ethical implications of AI-powered employee monitoring have attracted 

considerable scholarly attention. Researchers have highlighted various challenges, including 

excessive workplace surveillance, algorithmic bias, invasion of privacy, lack of informed 

consent, discriminatory decision-making, data security vulnerabilities, and violations of 

fundamental human rights. International organizations, including the International Labour 

Organization (ILO), the United Nations (UN), and the Organisation for Economic Co-operation 

and Development (OECD), have emphasized the necessity of developing regulatory 

frameworks that balance technological innovation with the protection of workers' rights. 

 

In India, the rapid digital transformation of workplaces has outpaced legislative developments. 

Although constitutional protections, labour laws, information technology regulations, and data 

protection laws provide certain safeguards, significant regulatory gaps remain. The increasing 

use of AI surveillance technologies in sectors such as information technology, manufacturing, 

banking, logistics, education, and gig economy platforms necessitates comprehensive legal 

examination. 

 

This study seeks to analyze the legal, ethical, and human rights implications of AI-based 

employee monitoring systems. It aims to evaluate existing legal frameworks, identify 

contemporary challenges, examine judicial precedents, and propose policy recommendations 

for ensuring responsible, ethical, and human rights-compliant implementation of AI 

technologies in workplace environments. 

 

OBJECTIVES OF THE STUDY 

➢ To examine the concept and evolution of Artificial Intelligence-based employee 

monitoring systems. 

➢ To analyze the legal implications of workplace surveillance under Indian and 

international law. 

➢ To evaluate ethical concerns arising from AI-driven employee monitoring technologies. 

➢ To assess the impact of AI surveillance on human rights and fundamental freedoms. 
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➢ To propose legal and policy recommendations for regulating AI-based employee 

monitoring. 

 

PURPOSE OF THE STUDY 

The purpose of this study is to critically examine the legal, ethical, and human rights 

dimensions of AI-based employee monitoring practices. The study aims to understand the 

impact of technological surveillance on employee privacy, dignity, equality, and workplace 

autonomy while evaluating the adequacy of existing legal frameworks in India. Furthermore, 

the study seeks to contribute to academic discourse and policymaking by recommending 

comprehensive regulatory mechanisms that balance organizational interests with employee 

rights and fundamental freedoms. 

 

CONTEMPORARY LEGAL ISSUES AND CHALLENGES 

The increasing use of Artificial Intelligence (AI) in employee monitoring has transformed the 

modern workplace by enabling employers to supervise employees with unprecedented speed, 

accuracy, and efficiency. AI-powered technologies such as facial recognition, biometric 

authentication, GPS tracking, keystroke logging, email monitoring, video surveillance, 

wearable devices, productivity analytics, and predictive algorithms have become integral 

components of workforce management. These technologies assist employers in improving 

productivity, enhancing workplace security, reducing operational costs, and facilitating data-

driven decision-making. However, despite these advantages, AI-enabled employee monitoring 

has created numerous legal, ethical, and human rights challenges that require immediate 

attention. Existing legal frameworks were primarily developed for traditional employment 

relationships and often fail to address the complexities arising from AI-driven surveillance. 

Consequently, balancing employers' legitimate business interests with employees' fundamental 

rights has become one of the most significant legal challenges of the digital era. 

 

One of the foremost legal issues is the protection of employees' right to privacy. AI monitoring 

systems continuously collect extensive personal information, including attendance records, 

internet browsing history, emails, telephone communications, biometric identifiers, facial 

images, location data, behavioural patterns, productivity metrics, and even emotional 

responses. Unlike traditional monitoring methods, AI systems operate continuously and often 

without meaningful human intervention. Such pervasive surveillance significantly intrudes into 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 1045   

employees' personal lives, particularly in remote work environments where monitoring extends 

into private homes. In India, the right to privacy has been recognized as a fundamental right 

under Article 21 of the Constitution by the Supreme Court in the landmark K.S. Puttaswamy 

v. Union of India (2017)2. Therefore, excessive workplace surveillance must satisfy the 

constitutional principles of legality, necessity, proportionality, and procedural safeguards. 

Employers who collect excessive personal information without legitimate justification may 

violate employees' constitutional rights. 

 

Closely associated with privacy concerns is the issue of informed consent. In many 

organizations, employees are required to accept workplace monitoring policies as a condition 

of employment. Such consent cannot always be regarded as genuinely voluntary because of the 

unequal bargaining power between employers and employees. Employees often fear losing 

employment opportunities if they refuse consent to surveillance practices. Furthermore, 

employers frequently implement AI monitoring technologies without clearly explaining what 

information is collected, how it is processed, who can access it, how long it will be retained, or 

whether it will be transferred to third parties. This lack of transparency undermines the validity 

of employee consent and raises significant legal concerns regarding data processing and 

informational self-determination. 

 

Another major challenge relates to the collection, storage, processing, and security of employee 

data. AI monitoring systems generate enormous volumes of sensitive personal information, 

including biometric data, health-related information, behavioural analytics, communication 

records, and location histories. The concentration of such valuable data creates attractive targets 

for cybercriminals. Data breaches may expose employees to identity theft, financial fraud, 

reputational harm, discrimination, and psychological distress. Organizations therefore bear 

substantial legal responsibilities to implement robust cybersecurity measures, encryption 

standards, secure storage mechanisms, access controls, and periodic security audits. Failure to 

adequately protect employee data may result in legal liability, regulatory penalties, financial 

losses, and erosion of employee trust. 

 

Algorithmic bias and discrimination constitute another significant legal challenge associated 

with AI-powered employee monitoring. Artificial Intelligence systems are trained using 

 
2 K.S. Puttaswamy v. Union of India (2017) 
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historical datasets, which may contain conscious or unconscious human biases. Consequently, 

AI algorithms may produce discriminatory outcomes based on gender, age, disability, caste, 

religion, race, ethnicity, language, or socioeconomic background. For example, performance 

evaluation software may inadvertently favour employees who exhibit behavioural 

characteristics reflected in historical data while disadvantaging equally competent employees 

from different demographic groups. Recruitment algorithms, promotion assessments, 

disciplinary recommendations, and termination decisions generated by biased AI systems may 

violate constitutional guarantees of equality under Article 14 and anti-discrimination principles 

embedded in labour jurisprudence. Since algorithmic discrimination is often hidden within 

complex computational models, identifying and correcting such bias becomes legally 

challenging. 

 

Transparency and explainability of AI decision-making represent another pressing legal issue. 

Many AI systems function as "black box" algorithms whose internal decision-making 

processes remain inaccessible even to their developers. Employees affected by AI-generated 

performance ratings, disciplinary recommendations, or dismissal decisions may not understand 

how such outcomes were reached. Without meaningful explanations, employees cannot 

effectively challenge inaccurate or unfair decisions. The absence of algorithmic transparency 

undermines principles of natural justice, procedural fairness, accountability, and due process. 

Modern legal systems increasingly recognize that automated decisions affecting employment 

rights should be explainable, reviewable, and subject to meaningful human oversight. 

 

The growing reliance on automated decision-making has also transformed traditional 

employer-employee relationships. AI systems increasingly influence recruitment, promotion, 

salary determination, work allocation, leave approvals, disciplinary proceedings, and 

termination decisions. Excessive dependence on algorithmic recommendations may eliminate 

essential human judgment, compassion, and contextual understanding. Algorithms cannot 

adequately assess individual circumstances, workplace dynamics, family emergencies, mental 

health conditions, or other human factors that may influence employee performance. 

Consequently, exclusive reliance on AI-generated decisions risks producing arbitrary, 

disproportionate, or unfair employment outcomes. Legal frameworks must therefore ensure 

that significant employment decisions remain subject to human review and accountability. 

 

The expansion of remote and hybrid work arrangements has intensified workplace surveillance 
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concerns. During and after the COVID-19 pandemic, organizations rapidly deployed AI-

powered monitoring software to supervise employees working from home. These technologies 

monitor screen activity, webcam usage, keyboard strokes, mouse movements, internet 

browsing, video conferencing participation, and productivity metrics throughout the workday. 

In certain cases, employers have implemented continuous webcam monitoring and location 

tracking, thereby intruding into employees' private homes and family environments. Such 

practices blur the distinction between professional and personal life, raising fundamental 

questions regarding the limits of employer surveillance within private spaces. Existing labour 

laws provide limited guidance regarding permissible monitoring in remote work environments. 

Biometric surveillance technologies present additional legal and ethical concerns. Facial 

recognition systems, fingerprint authentication, iris scanning, voice recognition, gait analysis, 

and wearable health-monitoring devices are increasingly used for attendance management, 

access control, and employee identification. Biometric information is highly sensitive because 

it is permanent, unique, and cannot easily be altered if compromised. Unauthorized collection 

or misuse of biometric data may expose employees to lifelong privacy risks. Furthermore, 

biometric technologies have demonstrated varying levels of accuracy across different 

demographic groups, increasing the possibility of discriminatory outcomes. Comprehensive 

regulation governing biometric data collection, storage, sharing, and deletion remains an urgent 

necessity. 

 

Emotion recognition and behavioural analytics represent emerging frontiers of AI-based 

workplace surveillance. Advanced AI systems claim to analyze facial expressions, voice 

modulation, eye movements, typing patterns, and physiological indicators to estimate 

employees' emotional states, stress levels, engagement, honesty, or job satisfaction. Although 

proponents argue that such technologies enhance employee well-being and productivity, their 

scientific reliability remains highly contested. Monitoring employees' emotions intrudes deeply 

into mental privacy and psychological autonomy, potentially violating human dignity. 

Decisions based on emotional analytics may also result in inaccurate assessments, 

stigmatization, and discriminatory treatment. The legal regulation of emotional surveillance 

remains largely undeveloped worldwide. 

 

Another significant challenge concerns employer accountability for AI-generated decisions. 

When automated systems make incorrect performance assessments, produce discriminatory 

recommendations, or unlawfully process employee data, determining legal responsibility 
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becomes difficult. Liability may involve employers, software developers, technology vendors, 

cloud service providers, or third-party data processors. Existing legal doctrines concerning 

negligence, contractual liability, product liability, and vicarious liability were developed before 

the emergence of sophisticated AI systems and may not adequately address autonomous 

algorithmic decision-making. Legislatures therefore face the challenge of developing clear 

accountability frameworks governing AI deployment in employment contexts. 

 

Cross-border transfer of employee data presents further legal complexities in an increasingly 

globalized digital economy. Multinational corporations frequently process employee 

information using cloud computing platforms located across multiple jurisdictions. Personal 

data collected in India may be stored or analysed in foreign countries with different privacy 

standards and regulatory requirements. Such international data flows create challenges 

concerning jurisdiction, enforcement, conflict of laws, and compliance with varying national 

data protection regimes. Employers must ensure that cross-border transfers provide adequate 

safeguards for employee privacy and comply with applicable domestic and international legal 

obligations. 

 

Artificial Intelligence monitoring also affects employees' freedom of association and collective 

bargaining rights. Continuous surveillance of workplace communications, meetings, emails, 

and digital collaboration platforms may discourage employees from participating in trade union 

activities or expressing legitimate workplace grievances. Employees who fear constant 

monitoring may avoid discussing employment conditions, organizing collectively, or 

exercising legally protected labour rights. Excessive surveillance may therefore produce a 

chilling effect on democratic participation within the workplace and undermine internationally 

recognized labour standards. 

 

The psychological consequences of continuous AI surveillance constitute another emerging 

concern. Constant monitoring creates an environment in which employees may feel distrusted, 

stressed, anxious, and pressured to maintain unrealistic productivity levels. Employees may 

alter their natural behaviour simply because they know they are being observed, resulting in 

reduced creativity, innovation, job satisfaction, and workplace morale. Long-term 

psychological stress associated with pervasive surveillance may contribute to burnout, mental 

health disorders, and reduced organizational commitment. Employers therefore have both legal 

and ethical obligations to ensure that monitoring practices remain proportionate and do not 
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compromise employees' psychological well-being. 

 

A further challenge lies in the absence of comprehensive legislation specifically regulating AI-

powered employee monitoring in India. While constitutional protections, labour statutes, the 

Information Technology Act, 20003, and the Digital Personal Data Protection Act, 2023 

4provide partial safeguards, none comprehensively address algorithmic workplace surveillance, 

automated decision-making, biometric monitoring, emotional analytics, or AI governance. The 

fragmented legal framework creates uncertainty for employers, employees, regulators, and 

courts. Dedicated legislation establishing clear standards regarding transparency, 

accountability, consent, algorithmic fairness, data minimization, human oversight, and 

effective remedies is therefore essential.  

 

Finally, the rapid pace of technological innovation continues to outstrip legislative 

development. Artificial Intelligence technologies evolve much faster than legal systems can 

adapt, creating regulatory gaps that may be exploited by organizations deploying increasingly 

sophisticated surveillance tools. Governments, regulatory authorities, employers, trade unions, 

technology developers, and civil society organizations must therefore collaborate to establish 

adaptive governance mechanisms capable of responding to future technological developments 

while preserving constitutional values, human dignity, labour rights, and democratic 

accountability. A balanced legal framework should encourage responsible innovation without 

permitting excessive surveillance or erosion of fundamental rights. Such a framework must 

ensure that Artificial Intelligence remains a tool for enhancing workplace efficiency while 

respecting the dignity, privacy, equality, autonomy, and human rights of every employee. 

 

LEGAL FRAMEWORK EXISTING IN INDIA 

The increasing adoption of Artificial Intelligence AI for employee monitoring has significantly 

transformed employment relationships in India. Organizations are increasingly relying on AI-

powered technologies such as facial recognition systems, biometric attendance, GPS tracking, 

keystroke monitoring, email surveillance, productivity analytics, wearable devices, and 

predictive algorithms to supervise employees and improve operational efficiency. While these 

technologies offer several benefits, including enhanced productivity, workplace security, and 

 
3 Information Technology Act, 2000 
4 Digital Personal Data Protection Act, 2023 
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data-driven decision-making, they also create serious concerns regarding privacy, data 

protection, equality, dignity, transparency, and labour rights. India does not presently have a 

comprehensive law exclusively regulating AI-based employee monitoring. Instead, the legal 

framework consists of constitutional provisions, data protection legislation, labour laws, 

information technology laws, judicial precedents, and government policy initiatives that 

collectively govern workplace surveillance. These legal instruments seek to balance the 

legitimate interests of employers with the fundamental rights of employees. 

 

The Constitution of India forms the foundation of the legal framework governing AI-based 

employee monitoring. Article 14 guarantees equality before the law and equal protection of the 

laws. Any AI system used by employers must operate fairly and without discrimination. If an 

algorithm treats employees differently based on gender, caste, religion, disability, age, or any 

other protected characteristic without a reasonable basis, such action may violate Article 14. 

AI systems trained on biased datasets may unintentionally discriminate against certain 

categories of employees. Therefore, employers have a constitutional obligation to ensure that 

AI-powered decision-making systems are transparent, objective, and free from discriminatory 

bias. 

 

Article 19 of the Constitution protects several fundamental freedoms, including freedom of 

speech and expression, freedom of association, and the freedom to practise any profession. 

Excessive workplace surveillance may discourage employees from expressing opinions, 

participating in trade union activities, or communicating freely with colleagues. Constant 

monitoring of emails, telephone conversations, virtual meetings, and workplace 

communications may create a chilling effect on employees' willingness to exercise these 

constitutional freedoms. Consequently, employers must ensure that surveillance measures are 

proportionate and do not unnecessarily interfere with employees' fundamental rights. 

 

Article 21, which guarantees the right to life and personal liberty, is perhaps the most 

significant constitutional provision governing AI-based employee monitoring. In the landmark 

decision of K.S. Puttaswamy v. Union of India (2017), the Supreme Court unanimously 

recognized the right to privacy as an integral part of Article 21. The Court held that every 

individual possesses informational privacy and has the right to control personal information. 

Workplace surveillance involving biometric data, facial recognition, behavioural analysis, GPS 

tracking, and digital monitoring directly affects informational privacy. The Court further 
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established that any restriction on privacy must satisfy the principles of legality, legitimate state 

or organizational purpose, necessity, proportionality, and procedural safeguards. These 

constitutional principles serve as the primary legal standards against which AI-powered 

employee monitoring practices must be evaluated. 

 

Another important component of the Indian legal framework is the Digital Personal Data 

Protection Act, 20235. This legislation represents India's first comprehensive law governing 

the processing of digital personal data. The Act establishes obligations for organizations that 

collect, process, store, and transfer personal data. Employers using AI monitoring technologies 

become Data Fiduciaries under the Act and must process employee data lawfully, fairly, and 

for legitimate purposes. Personal data should only be collected after obtaining valid consent, 

unless processing falls within legally recognized legitimate uses. Employees, as Data 

Principals, enjoy rights such as access to their personal data, correction of inaccurate 

information, erasure of unnecessary data, grievance redressal, and withdrawal of consent where 

applicable. Employers must also adopt reasonable security safeguards to protect employee 

information from unauthorized access, cyberattacks, or data breaches. The Act therefore 

introduces accountability and transparency into workplace data processing activities. 

 

The Information Technology Act, 2000 6also plays a crucial role in regulating electronic data 

processing and cybersecurity. Although enacted before the emergence of Artificial 

Intelligence, the Act provides legal recognition to electronic records, digital signatures, and 

obligations relating to computer systems. Certain provisions prohibit unauthorized access, data 

theft, hacking, and misuse of computer resources. Organizations deploying AI-based employee 

monitoring systems must ensure that digital infrastructure is adequately protected against 

cybersecurity threats. Failure to maintain reasonable security practices may expose employers 

to legal liability where employee data is compromised. 

 

The Information Technology (Reasonable Security Practices and Procedures and Sensitive 

Personal Data or Information) Rules, 2011, though now largely supplemented by the Digital 

Personal Data Protection Act, established important principles regarding sensitive personal 

information. These Rules recognized biometric information, passwords, medical records, and 

 
5 Digital Personal Data Protection Act, 2023 
6 The Information Technology Act, 2000 
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financial information as sensitive personal data requiring enhanced protection. Since AI-based 

employee monitoring frequently relies upon biometric authentication and behavioural 

analytics, these principles continue to influence organizational privacy practices and judicial 

interpretation concerning responsible handling of sensitive employee information. 

 

The Indian Contract Act, 1872 provides another important legal basis governing employment 

relationships. Employment contracts frequently contain clauses permitting workplace 

monitoring and surveillance. However, contractual consent alone cannot justify unlimited 

monitoring. Consent obtained under unequal bargaining power or through coercive conditions 

may not constitute free consent under the Act. Furthermore, contractual terms that are 

unconscionable, unreasonable, or contrary to public policy may be unenforceable. Employers 

should therefore draft surveillance policies transparently, clearly explaining the nature, scope, 

purpose, duration, and consequences of AI-based monitoring so that employees understand 

their contractual rights and obligations. 

 

Labour legislation also contributes significantly to regulating workplace surveillance. The 

Industrial Relations Code, 20207 governs employer-employee relations, disciplinary 

procedures, dispute resolution, and industrial harmony. Although the Code does not 

specifically regulate Artificial Intelligence, disciplinary actions based solely upon automated 

AI-generated performance assessments may violate principles of natural justice if employees 

are denied opportunities to explain their conduct or challenge algorithmic findings. Human 

intervention remains essential before imposing disciplinary penalties or terminating 

employment. 

 

Similarly, the Occupational Safety, Health and Working Conditions Code, 2020 requires 

employers to provide safe and healthy working environments. Traditionally, occupational 

safety focused upon physical hazards. However, contemporary workplace safety increasingly 

includes psychological well-being. Excessive AI surveillance may create stress, anxiety, 

burnout, and psychological pressure among employees. Continuous monitoring may reduce 

workplace trust and negatively affect mental health. Consequently, employers should ensure 

that AI monitoring practices do not compromise employees' psychological welfare and dignity. 

 
7 The Industrial Relations Code, 2020 
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The Code on Social Security, 2020 8also indirectly supports employee welfare by promoting 

social protection and employment security. AI-generated decisions affecting recruitment, 

promotion, disciplinary action, or termination should not undermine employees' statutory rights 

relating to social security benefits, compensation, and employment protections. Automated 

systems should therefore function only as decision-support tools rather than replacing human 

judgment entirely. 

 

Judicial precedents occupy a central position within India's legal framework relating to privacy 

and surveillance. In People's Union for Civil Liberties v. Union of India (1997)9, the Supreme 

Court established procedural safeguards governing telephone interception and emphasized that 

surveillance powers cannot be exercised arbitrarily. Although the case concerned state 

surveillance, its underlying principles of necessity, proportionality, and procedural safeguards 

provide valuable guidance for workplace monitoring practices. Similarly, District Registrar and 

Collector v. Canara Bank (2005)10 recognized informational privacy and emphasized 

protection against arbitrary governmental intrusion. These constitutional values have become 

increasingly relevant as private employers collect extensive personal information through AI 

technologies. 

 

The decision in Selvi v. State of Karnataka (2010) further expanded constitutional protection 

by recognizing mental privacy and personal autonomy. The Court held that involuntary 

extraction of personal information through scientific techniques violated individual dignity and 

privacy. Although decided in the criminal justice context, the judgment reinforces the principle 

that intrusive technologies should not violate an individual's mental autonomy without lawful 

justification. AI systems capable of emotional recognition, behavioural prediction, and 

psychological profiling therefore require careful legal scrutiny. 

 

Apart from statutory law and judicial decisions, the Government of India has introduced several 

policy initiatives promoting responsible Artificial Intelligence. The National Strategy for 

Artificial Intelligence prepared by NITI Aayog emphasizes the development of AI for social 

and economic benefit while ensuring fairness, accountability, transparency, privacy, and 

inclusiveness. The Responsible AI for All framework encourages organizations to adopt ethical 

 
8 The Code on Social Security, 2020 
9 In People's Union for Civil Liberties v. Union of India (1997) 
10 District Registrar and Collector v. Canara Bank (2005) 
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principles in AI deployment, including explainability, non-discrimination, reliability, safety, 

and protection of fundamental rights. Although these guidelines are not legally binding, they 

significantly influence regulatory policy and organizational governance. 

 

India is also influenced by international legal instruments and labour standards. As a member 

of the International Labour Organization (ILO), India is committed to protecting workers' 

rights, dignity, equality, and freedom of association. The Universal Declaration of Human 

Rights recognizes every person's right to privacy, dignity, equality, and favourable conditions 

of work. Likewise, the International Covenant on Civil and Political Rights protects individuals 

against arbitrary interference with privacy. These international instruments guide constitutional 

interpretation and encourage the development of human rights-based approaches to AI 

governance in employment. 

 

Despite these constitutional protections, statutory provisions, and policy initiatives, India's 

legal framework remains fragmented. There is currently no dedicated legislation regulating 

algorithmic decision-making, facial recognition in employment, biometric surveillance, 

predictive analytics, emotional AI, workplace profiling, or automated performance 

management. Existing laws provide only partial protection and were enacted before AI became 

an integral component of employment management. Consequently, legal uncertainty persists 

regarding employer obligations, employee rights, algorithmic accountability, transparency 

standards, liability for AI-generated decisions, and mechanisms for independent oversight. 

 

Therefore, there is an urgent need for comprehensive legislation specifically governing 

Artificial Intelligence in employment. Such legislation should establish clear rules regarding 

lawful data collection, informed consent, algorithmic transparency, human oversight, non-

discrimination, periodic AI audits, cybersecurity obligations, independent regulatory 

supervision, effective grievance mechanisms, and remedies for employees affected by unlawful 

surveillance. A dedicated legal framework would provide certainty to employers while 

safeguarding constitutional rights, labour protections, privacy, dignity, and human rights. As 

Artificial Intelligence continues to reshape the workplace, India's legal system must evolve to 

ensure that technological innovation remains consistent with constitutional values, democratic 

accountability, and the protection of every employee's fundamental rights. 
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1. JUSTICE K.S. PUTTASWAMY (RETD.) V. UNION OF INDIA (2017) 10 SCC 111 

Facts: The petitioner challenged the Aadhaar Scheme, arguing that compulsory collection of 

biometric information violated the constitutional right to privacy. The Supreme Court 

constituted a nine-judge Bench to determine whether privacy is a fundamental right. 

Judgment: The Court unanimously held that privacy is a fundamental right under Articles 14, 

19, and 21 of the Constitution. Any invasion of privacy must satisfy legality, necessity, 

proportionality, and procedural safeguards. This judgment is the constitutional foundation 

governing AI-based employee monitoring. 

 

2. JUSTICE K.S. PUTTASWAMY (AADHAAR) V. UNION OF INDIA (2018) 1 SCC 

80912 

Facts: Several petitions challenged the constitutional validity of the Aadhaar Act, particularly 

mandatory biometric authentication and large-scale collection of personal data. 

Judgment: The Supreme Court upheld most provisions of the Aadhaar Act but struck down 

certain sections that excessively invaded privacy. The Court emphasized data minimization, 

purpose limitation, and secure handling of biometric information. These principles directly 

guide workplace biometric surveillance. 

 

3. PEOPLE'S UNION FOR CIVIL LIBERTIES (PUCL) V. UNION OF INDIA (1997) 1 

SCC 30113 

Facts: The petition challenged arbitrary telephone tapping by government authorities under the 

Telegraph Act. 

Judgment: The Court held that telephone interception affects the right to privacy and prescribed 

strict procedural safeguards before surveillance can be conducted. These safeguards are 

relevant to employer monitoring of employee communications and digital activities. 

 

4. DISTRICT REGISTRAR AND COLLECTOR V. CANARA BANK (2005) 1 SCC 

49614 

Facts: Government officials searched bank records without following proper legal procedures. 

Judgment: The Supreme Court held that personal records are protected by the constitutional 

 
11 Justice K.S. Puttaswamy (Retd.) v. Union of India (2017) 10 SCC 1 
12 Justice K.S. Puttaswamy (Aadhaar) v. Union of India (2018) 1 SCC 809 
13 People's Union for Civil Liberties (PUCL) v. Union of India (1997) 1 SCC 301 
14 4. District Registrar and Collector v. Canara Bank (2005) 1 SCC 496 
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right to privacy. Arbitrary access to personal information is unconstitutional. The judgment 

supports protection of employee records collected through AI systems. 

 

5. KHARAK SINGH V. STATE OF UTTAR PRADESH AIR 1963 SC 129515 

Facts: Police surveillance regulations permitting domiciliary visits and continuous monitoring 

were challenged. 

Judgment: The Supreme Court struck down intrusive night surveillance as violating personal 

liberty under Article 21. The decision established limits on excessive surveillance, influencing 

modern workplace monitoring principles. 

 

6. GOBIND V. STATE OF MADHYA PRADESH (1975) 2 SCC 14816 

Facts: Police surveillance of habitual offenders was challenged as unconstitutional. 

Judgment: The Court recognized privacy as an important constitutional value and held that 

surveillance must be reasonable and proportionate. The case supports proportional AI 

monitoring in workplaces. 

 

7. R. RAJAGOPAL V. STATE OF TAMIL NADU (1994) 6 SCC 63217 

Facts: A magazine proposed publishing an individual's life story without consent. 

Judgment: The Supreme Court recognized every person's right to control disclosure of personal 

information. Employers must therefore protect confidential employee information collected 

through AI technologies. 

 

8. MANEKA GANDHI V. UNION OF INDIA (1978) 1 SCC 24818 

Facts: The petitioner's passport was impounded without giving reasons or an opportunity to be 

heard. 

Judgment: The Court ruled that any procedure affecting personal liberty must be fair, just, and 

reasonable. AI-generated employment decisions should therefore follow principles of natural 

justice and procedural fairness. 

 

 

 
15 Kharak Singh v. State of Uttar Pradesh AIR 1963 SC 1295 
16 6. Gobind v. State of Madhya Pradesh (1975) 2 SCC 148 
17 7. R. Rajagopal v. State of Tamil Nadu (1994) 6 SCC 632 
18 Maneka Gandhi v. Union of India (1978) 1 SCC 248 
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9. SELVI V. STATE OF KARNATAKA (2010) 7 SCC 26319 

Facts: The constitutional validity of narco-analysis, polygraph tests, and brain mapping without 

consent was challenged. 

Judgment: The Court held that involuntary scientific tests violate privacy, mental autonomy, 

and dignity. Similar principles apply to AI systems analysing employees' emotions or 

behaviour. 

 

10. SHREYA SINGHAL V. UNION OF INDIA (2015) 5 SCC 120 

Facts: Section 66A of the Information Technology Act criminalized offensive online 

communication. 

Judgment: The Supreme Court struck down the provision as unconstitutional for violating 

freedom of speech. Workplace digital monitoring should not unnecessarily restrict lawful 

employee expression. 

 

11. ANURADHA BHASIN V. UNION OF INDIA (2020) 3 SCC 63721 

Facts: Internet restrictions imposed in Jammu and Kashmir were challenged before the 

Supreme Court. 

Judgment: The Court held that restrictions affecting fundamental rights must satisfy 

proportionality and periodic review. AI surveillance in workplaces should similarly remain 

necessary and proportionate. 

 

12. VISHAKA V. STATE OF RAJASTHAN (1997) 6 SCC 24122 

Facts: Following the absence of legislation on workplace sexual harassment, the petitioner 

sought judicial protection for women employees. 

Judgment: The Supreme Court framed the Vishaka Guidelines to protect dignity and safety at 

workplaces. AI monitoring systems should also respect employee dignity while ensuring 

workplace security. 

 

13. OLGA TELLIS V. BOMBAY MUNICIPAL CORPORATION (1985) 3 SCC 54523 

Facts: Pavement dwellers challenged eviction that deprived them of their livelihood. 

 
19 Selvi v. State of Karnataka (2010) 7 SCC 263 
20 Shreya Singhal v. Union of India (2015) 5 SCC 1 
21 Anuradha Bhasin v. Union of India (2020) 3 SCC 637 
22  Vishaka v. State of Rajasthan (1997) 6 SCC 241 
23 Olga Tellis v. Bombay Municipal Corporation (1985) 3 SCC 545 
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Judgment: The Court held that the right to livelihood is part of Article 21. AI-generated 

dismissal or disciplinary actions should therefore be fair and supported by due process. 

 

14. AIR INDIA V. NERGESH MEERZA (1981) 4 SCC 33524 

Facts: Air hostesses challenged discriminatory service conditions based on gender. 

Judgment: The Supreme Court invalidated arbitrary and discriminatory employment rules. 

Employers must ensure AI systems do not discriminate against employees based on protected 

characteristics. 

 

15. E.P. ROYAPPA V. STATE OF TAMIL NADU (1974) 4 SCC 325 

Facts: The petitioner challenged arbitrary transfer and administrative action. 

Judgment: The Court held that arbitrariness violates Article 14 and equality before law. AI-

driven employment decisions must therefore remain objective, transparent, and non-arbitrary. 

 

16. STATE OF MAHARASHTRA V. BHARAT SHANTI LAL SHAH (2008) 13 SCC 526 

Facts: The constitutional validity of interception provisions under organized crime legislation 

was challenged. 

Judgment: The Supreme Court upheld surveillance powers only when accompanied by 

statutory safeguards and procedural oversight. Similar safeguards are essential for AI-based 

employee monitoring. 

 

17. BINOY VISWAM V. UNION OF INDIA (2017) 7 SCC 5927 

Facts: The petitioner challenged mandatory Aadhaar-PAN linkage as violating privacy rights. 

Judgment: The Court upheld limited Aadhaar use while emphasizing proportionality and 

protection of personal data. Employers should adopt similar standards when collecting 

biometric employee information. 

 

18. NAZ FOUNDATION V. GOVERNMENT OF NCT OF DELHI (2009) 160 DLT 27728 

Facts: The constitutional validity of Section 377 IPC was challenged for violating dignity, 

equality, and privacy. 

 
24 Air India v. Nergesh Meerza (1981) 4 SCC 335 
25 E.P. Royappa v. State of Tamil Nadu (1974) 4 SCC 3 
26 State of Maharashtra v. Bharat Shanti Lal Shah (2008) 13 SCC 5 
27 Binoy Viswam v. Union of India (2017) 7 SCC 59 
28 Naz Foundation v. Government of NCT of Delhi (2009) 160 DLT 277 
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Judgment: The Delhi High Court emphasized constitutional values of dignity, autonomy, and 

equality. These principles support employee protection against intrusive AI surveillance. 

 

19. NAVTEJ SINGH JOHAR V. UNION OF INDIA (2018) 10 SCC 129 

Facts: The constitutional validity of criminalizing consensual same-sex relationships was 

challenged. 

Judgment: The Supreme Court held that dignity, privacy, autonomy, and equality are core 

constitutional values. AI monitoring systems should respect individual autonomy and human 

dignity. 

 

20. BANGALORE WATER SUPPLY AND SEWERAGE BOARD V. A. RAJAPPA 

(1978) 2 SCC 21330 

Facts: The Supreme Court examined the scope of the term "industry" under labour law and the 

protection available to employees. 

Judgment: The Court adopted a liberal interpretation favouring workers' welfare and labour 

protection. Technological innovations, including AI monitoring, should not undermine 

employees' statutory labour rights and workplace protections. 

 

SUGGESTIONS AND RECOMMENDATIONS 

The rapid integration of Artificial Intelligence (AI) into workplace monitoring has 

fundamentally transformed the employer–employee relationship. While AI-driven 

technologies improve productivity, operational efficiency, security, and workforce 

management, they also pose significant risks to employees' privacy, dignity, equality, and other 

fundamental rights. The legal framework in India is still evolving and does not 

comprehensively regulate AI-based employee surveillance. Therefore, a balanced approach is 

required to ensure that technological innovation does not undermine constitutional values and 

labour rights. The following recommendations are proposed to establish a fair, transparent, and 

accountable framework for the use of AI in employee monitoring. 

 

The foremost recommendation is the enactment of a comprehensive legislation specifically 

governing Artificial Intelligence in employment. At present, India relies on constitutional 

 
29 Navtej Singh Johar v. Union of India (2018) 10 SCC 1 
30 Bangalore Water Supply and Sewerage Board v. A. Rajappa (1978) 2 SCC 213 
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principles, labour laws, the Information Technology Act, 2000, and the Digital Personal Data 

Protection Act, 2023, which provide only partial protection against AI-related workplace 

issues. A dedicated AI Employment Regulation Act should define the permissible scope of 

employee monitoring, establish standards for algorithmic accountability, regulate automated 

decision-making, and prescribe penalties for unlawful surveillance. Such legislation should 

clearly specify employers' obligations, employees' rights, regulatory oversight mechanisms, 

and remedies available in cases of misuse. 

 

Employers should adopt the principle of transparency while implementing AI-based 

monitoring systems. Employees must be informed about the purpose, nature, duration, and 

extent of workplace surveillance before monitoring begins. Organizations should clearly 

explain what categories of personal data are collected, how the information is processed, who 

has access to it, how long it will be retained, and whether it will be shared with third parties. 

Transparent workplace surveillance policies foster trust between employers and employees 

while reducing legal disputes arising from uncertainty and lack of communication. 

 

Meaningful and informed consent should become an essential requirement before collecting 

personal data through AI technologies. Although employment relationships involve unequal 

bargaining power, employers should make every effort to obtain voluntary, specific, and 

informed consent wherever legally required. Consent documents should be written in simple 

language that employees can easily understand. Employees should also be informed of their 

rights to access, correct, or delete personal information wherever applicable under law. Consent 

should never be obtained through coercion, deception, or hidden contractual clauses. 

 

Organizations should strictly follow the principle of data minimization. AI systems should 

collect only the information that is genuinely necessary for legitimate business purposes. 

Excessive collection of biometric information, behavioural data, personal communications, or 

emotional analytics should be avoided unless such monitoring is absolutely essential and 

legally justified. Employers should refrain from collecting information unrelated to employee 

performance or workplace security. Limiting unnecessary data collection significantly reduces 

privacy risks and strengthens public confidence in AI technologies. 

 

Another important recommendation is the mandatory implementation of algorithmic 

transparency and explainability. AI systems should not function as "black boxes" whose 
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decision-making processes remain inaccessible. Employees affected by automated decisions 

relating to recruitment, promotion, performance evaluation, disciplinary proceedings, or 

termination should receive understandable explanations regarding how such decisions were 

reached. Explainable AI promotes accountability, procedural fairness, and compliance with the 

principles of natural justice. Employees should also have the opportunity to challenge incorrect 

or unfair algorithmic outcomes before an independent authority within the organization. 

 

Human oversight should remain an indispensable element of AI-based employment decisions. 

Artificial Intelligence should function as a decision-support tool rather than replacing human 

judgment entirely. Final decisions concerning hiring, promotion, disciplinary action, salary 

determination, transfers, and dismissal should always involve qualified human decision-makers 

capable of considering contextual factors that AI systems may overlook. Human review 

minimizes the possibility of arbitrary decisions, reduces algorithmic bias, and ensures fairness 

in employment practices. 

 

Employers should conduct regular Artificial Intelligence Impact Assessments before 

implementing workplace monitoring technologies. These assessments should evaluate the 

potential effects of AI systems on employee privacy, equality, human dignity, data protection, 

mental health, and labour rights. Independent audits should also be carried out periodically to 

detect algorithmic bias, cybersecurity vulnerabilities, discriminatory outcomes, and 

compliance failures. Audit reports should be documented and made available to relevant 

regulatory authorities whenever necessary. Such proactive assessments strengthen 

organizational accountability and reduce legal risks. 

 

Strong cybersecurity measures must be implemented to protect employee information from 

unauthorized access, hacking, identity theft, and data breaches. Organizations should use 

advanced encryption technologies, secure cloud infrastructure, multi-factor authentication, 

restricted access controls, regular software updates, and continuous security monitoring. Since 

AI systems process large volumes of sensitive personal information, including biometric data 

and behavioural analytics, employers must treat cybersecurity as an integral component of 

responsible AI governance. Regular employee awareness programmes on cybersecurity 

practices should also be conducted to minimize internal security risks. 

 

Special protection should be provided for biometric data and sensitive personal information. 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 1062   

Facial recognition systems, fingerprint scanners, iris recognition technologies, voice 

recognition software, and wearable health-monitoring devices collect permanent identifiers 

that cannot easily be replaced if compromised. Employers should therefore adopt strict 

safeguards governing the collection, storage, processing, sharing, and deletion of biometric 

information. Sensitive data should never be retained longer than necessary, and access should 

be limited only to authorized personnel. 

 

The use of emotion recognition technologies and behavioural analytics requires particular 

caution. AI systems claiming to detect stress levels, emotional conditions, honesty, or 

psychological characteristics remain scientifically controversial and may produce inaccurate or 

discriminatory conclusions. Employers should avoid relying on emotional AI for recruitment, 

performance evaluation, disciplinary proceedings, or termination decisions until reliable 

scientific validation and clear legal regulation are established. Respect for employees' mental 

privacy and psychological autonomy should remain a fundamental principle of workplace 

governance. 

 

Organizations should establish independent grievance redressal mechanisms to address 

employee complaints concerning AI-based monitoring. Employees who believe that they have 

been subjected to unfair surveillance, discriminatory algorithmic decisions, inaccurate 

profiling, or privacy violations should have access to timely, impartial, and effective remedies. 

Internal grievance committees, ombudsman mechanisms, and external regulatory authorities 

should be empowered to investigate complaints and order corrective measures where 

necessary. Effective dispute resolution strengthens employee confidence and encourages 

responsible organizational behaviour. 

 

Training and awareness programmes should be conducted for employers, managers, 

employees, software developers, and human resource professionals regarding the legal, ethical, 

and human rights implications of Artificial Intelligence. Many workplace disputes arise 

because organizations implement advanced technologies without fully understanding their 

legal responsibilities. Regular education on privacy laws, data protection obligations, ethical 

AI principles, cybersecurity, and anti-discrimination standards will encourage responsible 

implementation of AI monitoring systems and reduce inadvertent legal violations. 

The Government of India should establish an independent national regulatory authority 

dedicated to Artificial Intelligence governance. Such an authority should formulate technical 
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standards, certify AI systems used in employment, investigate complaints, conduct compliance 

audits, issue regulatory guidelines, and coordinate with labour authorities and data protection 

regulators. A specialized regulatory institution would provide consistency in enforcement 

while promoting responsible innovation and protecting employee rights. 

 

International cooperation should also be encouraged. Since multinational corporations 

frequently transfer employee data across national borders, India should harmonize its AI 

governance framework with globally recognized standards such as the OECD Principles on 

Artificial Intelligence, UNESCO's Recommendation on the Ethics of Artificial Intelligence, 

International Labour Organization labour standards, and other internationally accepted human 

rights principles. International cooperation will facilitate cross-border data protection while 

promoting ethical AI governance in multinational workplaces. 

 

Finally, every organization should adopt a human-centric approach to Artificial Intelligence. 

Technology should enhance human capability rather than replace human dignity, autonomy, or 

fairness. Employers should integrate ethical principles such as transparency, accountability, 

non-discrimination, proportionality, inclusiveness, privacy, and respect for human rights into 

every stage of AI development and deployment. Artificial Intelligence should be viewed not 

merely as a tool for maximizing productivity but also as a means of creating safe, respectful, 

and equitable workplaces. By combining technological innovation with robust legal safeguards 

and ethical governance, India can develop a modern employment framework that supports 

economic growth while protecting the constitutional rights and dignity of every employee. 

 

CONCLUSION 

Artificial Intelligence has become an integral part of modern workplace management by 

enabling organizations to monitor employee performance, productivity, attendance, 

communication, and behavioural patterns with unprecedented efficiency. AI-powered 

monitoring systems offer numerous advantages, including improved operational efficiency, 

enhanced workplace security, effective resource management, and data-driven decision-

making. However, the increasing dependence on these technologies has also generated 

significant legal, ethical, and human rights concerns. Continuous surveillance, extensive 

collection of personal data, algorithmic decision-making, biometric monitoring, and 

behavioural analytics pose serious challenges to employees' rights to privacy, dignity, equality, 
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autonomy, and fair treatment. 

 

This study has demonstrated that although India possesses a legal framework comprising the 

Constitution of India, the Digital Personal Data Protection Act, 2023, the Information 

Technology Act, 2000, labour codes, and various judicial precedents, there is no 

comprehensive legislation specifically governing AI-based employee monitoring. Landmark 

judgments of the Supreme Court, particularly Justice K.S. Puttaswamy v. Union of India, have 

established privacy as a fundamental right and laid down principles of legality, necessity, 

proportionality, and accountability, which serve as guiding standards for regulating workplace 

surveillance. Nevertheless, existing laws remain fragmented and are insufficient to address 

emerging challenges such as algorithmic bias, automated decision-making, emotional 

recognition technologies, biometric surveillance, and cross-border data processing. 

 

The study further highlights the importance of adopting a human-centric approach to Artificial 

Intelligence by ensuring transparency, informed consent, algorithmic fairness, cybersecurity, 

data minimization, and meaningful human oversight in employment decisions. Employers must 

balance organizational interests with constitutional values and labour rights while fostering 

trust and accountability within the workplace. Policymakers should introduce dedicated 

legislation regulating AI in employment, establish independent regulatory mechanisms, and 

strengthen enforcement of privacy and data protection laws. Ultimately, Artificial Intelligence 

should function as a tool for promoting productivity and innovation without compromising the 

dignity, freedom, equality, and fundamental rights of employees. A balanced legal and ethical 

framework will ensure that technological advancement contributes to sustainable economic 

development while preserving human rights and social justice in the evolving digital 

workplace. 
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